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Preface

Introduction This document is a training material for HCIP-Datacom certification. 

It is intended for trainees wanted to participate the HCIP-Datacom

exam and those who want to obtain the HCIP-Datacom-Network 

Automation Developer certification. Obtained the certification 

indicates that you have the ability of network automation.

Content This document consists of four modules, covering the basics of 

Python programming, software version control principles and 

operations, open programmability of Huawei devices, iMaster-NCE 

northbound openness and iMaster-NCE service openness and 

programmability.

Module 1 Programming basics. Introduce the course architecture 

and basic programming knowledge.

Module 2 Device openness and programmability. Introduce the 

open programmability at the device layer, including SSH, SNMP, 

NETCONF, Telemetry, and OPS.

Module 3 iMaster-NCE northbound openness. Introduce the 

northbound open APIs and practices of iMaster-NCE.

Module 4 iMaster-NCE service openness and programmability. 

Introduce how to use the Specific NE Driver(SND) and Specific 

Service Plugin(SSP) to implement quick interconnection with new 

devices and build new services.
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• Different network devices communicate with each other through routing protocols.

• There are different device management modes, such as SNMP, CLI, IPFIX, and Web UI.



• Orchestration application layer: implements various upper-layer applications of user 
intents. Typical orchestration applications include OSS and OpenStack. The OSS is 

responsible for service collaboration on the entire network. The OpenStack is used for 
network, computing, and storage service collaboration in a data center. There are 

other orchestration-layer applications. For example, a user wants to deploy a security 
application. The security application does not care about the device deployment 

location but invokes a controller NBI, for example, Block (Source IP, DestIP). Then the 
controller delivers an instruction to network devices. This instruction varies according 

to the southbound protocol.

• Controller layer: The entity at the controller layer is the SDN controller, which is the 

core of the SDN network architecture. The control layer is the brain of the SDN system. 
Its core function is to implement network service orchestration.

• Device layer: The network devices receive instructions from the controller and forward 
the instructions.

• NBIs: NBIs are used by the controller to interconnect with the orchestration application 
layer. The main NBIs are RESTful interfaces.

• SBIs: SBIs are protocols used for interaction between the controller and devices, 
including NETCONF, SNMP, OpenFlow, and OVSDB.



• Network automation tools implement basic network automation. That is, tools connect 
to devices through SSH to implement batch operation and management.



• Unstructured data can be easily understood by humans, but it is difficult for machines 
to understand and difficult for automatic data collection.

• NETCONF/RESTCONF has many advantages not limited to providing structured data. 
For details, see NETCONF Principles and Practices.





• iMaster NCE is not only a controller, but also provides analysis and network 
management functions.











• Network automation developers may need to have more professional knowledge, such 
as database, algorithm, cryptography, software development lifecycle management, 

development framework, big data, cloud computing, and artificial intelligence (AI), 
depending on the specific work content and scenario.







• An open programmability system (OPS) is an open platform that provides 
representational state transfer (RESTful) application programming interfaces (APIs) to 

achieve programmability, allowing third-party applications to run on the platform.







• Part 1 of this course module describes how to use Python modules, including 
paramiko, pysnmp, ncclient, requests, and grpc, to communicate with devices.

• Part 2 focuses on the OPS. The OPS refers to open programmability provided by 
Huawei devices. You can upload Python code to a device, and the device runs the code 

to implement specified functions.





• An SND abstracts device capabilities based on a device YANG model. A user can 
generate an SND based on device YANG files and a few Python code. After the SND is 

uploaded to NCE, device management and service provisioning can be implemented. 
SND types include NETCONF SNDs, CLI SNDs, and customized SNDs.

▫ NETCONF SND: provides the capability of converting YANG files into NETCONF 
files.

▫ CLI SND: provides the conversion capability from YANG to CLI.

▫ Customized SND: provides the capability of converting YANG to other protocols 

such as RESTCONF.

• An SSP allows user to customize network services (apps), for example, quickly 

provision L3VPN services. These types of services or application involve multiple devices 
and protocols and are presented as an SSD. To compile an SSD, an engineer needs to 

compile service YANG files, Python scripts (service callback logic) for service mapping, 
and Jinja2 template. The basic principles are as follows (from north to south):

▫ A service model automatically generates northbound interfaces or UIs, which are 
invoked by an external system to initiate a service request.



1. ABCD

2. Network automation engineers: They are professionals who have network skills, 

competence, and project management experience in the network automation field. 
They aim to meet the requirements of automatic deployment, development, and 

O&M of enterprise networks. For details, see P14 to P16.















• Based on language levels, computer languages can also be classified into machine 
language, assembly language, and high-level language. The machine language 
consists of 0 and 1 instructions that can be directly identified by a machine. Because 

machine languages are obscure, hardware instructions 0 and 1 are encapsulated to 
facilitate identification and memory (such as MOV and ADD), which is assembly 
language. The two languages are low-level languages, and other languages are high-
level languages, such as C, C++, Java, Python, Pascal, Lisp, Prolog, FoxPro, and Fortran. 

Programs written in high-level languages cannot be directly identified by computers. 
The programs must be converted into machine languages before being executed.



• A process of executing a computer's technology stack and programs. On the left is the 
computing technology stack. From the bottom layer of the hardware, physical 
materials and transistors are used to implement gate circuits and registers, and then 

the micro architecture of the CPU is formed. The instruction set of the CPU is an 
interface between hardware and software. An application drives hardware to complete 
calculation using an instruction defined in the instruction set.

• Applications use certain software algorithms to implement service functions. Programs 

are usually developed using high-level languages, such as C, C++, Java, Go, and Python. 
The high-level language needs to be compiled into an assembly language, and then 
the assembler converts the assembly language into binary machine code based on a 
CPU instruction set.

• A program on disk is a binary machine code consisting of a pile of instructions and 
data, that is, a binary file.



• Compiled languages are compiled into formats, such as .exe, .dll, and .ocx,  that can be 
executed by machines. Compilation and execution are separated and cannot be 
performed across platforms. For example, x86 programs cannot run on ARM servers.



• JVM: Java virtual machine

• PVM: Python VM





• Python is also a dynamically typed language. The dynamically typed language 
automatically determines the type of variable during program running. The type of a 
variable does not need to be declared.



• Python source code does not need to be compiled into binary code. Python can run 
programs directly from the source code. When Python code is run, the Python 
interpreter first converts the source code into byte code, and then the Python VM 

executes the byte code.

• The Python VM is not an independent program and does not need to be installed 
independently.









• Basic data types of Python are Boolean (True/False), integer, floating point, and string. 
All data (Boolean values, integers, floating points, strings, and even large data 
structures, functions, and programs) in Python exists in the form of objects. This makes 

the Python language highly unified.

• The execution results are 10, 20, Richard, 2, and SyntaxError, respectively.

• This presentation does not describe Python syntax. For Python syntax details, see the 
HCIP course.



• if...else... is a complete block of code with the same indentation.

• print(a) calls parameter a, and it is in the same code block with  if...else...clause.





• The interpreter declaration is used to specify the path of the compiler that runs this file 
(the compiler is installed in a non-default path or there are multiple Python 
compilers). In the Windows , you can omit the first line of the interpreter declaration in 

the preceding example.

• The encoding format declaration is used to specify the encoding type used by the 
program to read the source code. By default, Python 2 uses ASCII code (Chinese is not 
supported), and Python 3 supports UTF-8 code (Chinese is supported).

• docstring is used to describe the functions of the program.

• time is a built-in module of Python and provides functions related to processing time.





• Official definitions of functions and methods:

• A series of statements which returns some value to a caller. It can also be passed zero 
or more arguments which may be used in the execution of the body.

• A function which is defined inside a class body. If called as an attribute of an instance 
of that class, the method will get the instance object as its first argument (which is 
usually called self).

• For more information about classes, see https://docs.python.org/3/tutorial/classes.html.





1. B

2. Coding style refer to the naming rules, code indentation, and code segmentation 
methods that must be followed when Python is used. It is very important to unify 

coding style in a team. Good coding style help improve code readability, facilitate 
code maintenance and modification, and improve team work efficiency.









• ClearCase: developed by Rational Software

• Visual SourceSafe (VSS): developed by Microsoft

• Subversion (SVN): open-source software

• Git: open-source software







• You may have multiple copies for your thesis, and it is very inconvenient to revert 
certain changes.



• Adding a description and version number to a file name allows you to quickly know 
the modifications made on each copy and how do all these copies evolve.



• When multiple users modify the same file, the file name needs to contain the 
information about the modifiers.

• Version control systems provide the similar function to the file name in this example.



• Version control enables you to roll back a file or the entire project to a previous 
version, compare differences in files between versions, trace the author of each 
change, and restore files to the normal status if a bug occurs. Compared with manual 

operations, version control greatly reduces the workload.



• There are many version control systems in the industry, which are classified into three 
types: local version control systems, centralized version control systems, and distributed 
version control systems.

• A local version control system, such as Revision Control System (RCS), is installed on
the local PC and has a simple database to keep all file changes. It can re-produce file 
contents based on the recorded changes, ensuring that no content is lost. Since files 
are saved on local PCs, multiple users cannot collaborate to work on these files. 

Considering this drawback, this system is seldom used.

• A centralized version control system, such as Subversion (SVN), has a central server 
saved with all changes to files. Users connect to this server from clients on their local 
PCs to retrieve the latest files or commit their changes. Compared with local version 
control systems, centralized version control systems allow developers to collaborate on 
projects and allow administrators to control the rights of each developer. However, if a 
single point of server failure occurs, for example, if the server goes down or the 
network between the server and developers is disconnected, developers cannot commit 

their changes to the server. If the server disk is damaged and proper backups have not 
been kept, all project data will be lost, including the entire project change history. The 
central server is the heart of centralized version control systems because it stores all 
information about versioned files. Developers need to retrieve the latest files from the 

central server before they start to work every day and commit their changes to the 
server after resolving conflicts if there is any. In this case, developers cannot work 
without the central server.



• The most obvious difference between distributed version control systems and 
centralized version control systems is that clients not only retrieve snapshots of the 
latest files, but also clone the entire remote repository to their local PCs. If developers 

fail to connect to the remote repository, they can commit changes to their local 
repository and roll back the files to any historical version. In centralized version control 
systems, however, since all file changes are stored on the central server, if the server 
fails or the network is disconnected, clients cannot retrieve file change records from 

the server. In distributed version control systems, if the remote server dies, any of the 
client's local repositories can be copied to the server to help restore the server.



• VCS：Version Control System



• The preceding figure describes how developers work with a distributed version control 
system. A remote repository is a server that stores project code and enables all 
developers in a team to collaborate. A local repository stores code on developers' local 

PCs.

• Developers A and B pull code from the remote repository to their respective local 
repository. Master indicates the master branch. Developer B does not develop new 
features in the master branch, but instead creates a feature branch, which can be 

considered as a copy of code in the master branch. Developer B then develops new 
features in the feature branch. After all features are developed, developer B merges 
the Feature branch into the master branch, that is, merges the newly developed 
features to the master branch.

• Version control systems enable you to roll back code to any version. For example, if 
there is a bug in V3, you can easily roll back code to V2. In addition, you can compare 
versions to identify code differences and check what code is incorporated. Since version 
control systems record each code submission, you can easily find who makes what 

changes at what time.







• Git supports collaboration between developers during software development. 
Developers install the Git client on their local PCs, clone the code from the remote 
repository to their respective local repository, pull the updated code from the remote 

repository, and push their changes to the remote repository. The data in the local and 
remote repositories can be transferred using SSH or HTTPS.

• Clone: This operation helps you copy the remote repository to a folder on your local 
PC. All branches on the remote repository are cloned, and the branch that you are 

working on will be checked out to a folder on the local PC.

• Fetch: This operation downloads version change records from the remote repository to 
your local repository but does not check out the changes to the working directory.

• Pull: This operation downloads version change records from the remote repository to 

your local repository and checks out the changes to the working directory.

• Push: This operation pushes changes in your local repository to target branches in the 
remote repository.





• Modified files in the working directory need to be added to the staging area first and 
then committed to the local repository.

• Checkout: This operation checks out code of a certain version from the local repository 

to the working directory.



• The local repository is the repository cloned from the remote repository on the local 
PC.

• Three areas exist on the local PC installed with Git: the working directory, staging area, 

and local repository.

• All historical snapshots are saved in the local repository.

• The working directory is your working copy of files of a certain version from the local 
repository. You can modify the files in the working directory.

• The staging area stores files with changes to be committed to the local repository.



• The remote repository saves code permanently and allows developers to collaborate 
on projects. Basic operations relating to the remote repository include clone, fetch, pull, 
and push.

• The git clone command copies the remote repository to the local PC whereas and the 
git pull command copies only the updates involved in the branch that you are working 
on.















• TortoiseGit provides a Chinese language package for installation.



• Git clones a full copy of nearly all data that the remote repository has, but not just the 
files you need to work on. Every version of every file in the remote repository is copied 
by default when you run the git clone command. If a disk on the server where the 

remote repository resides gets corrupted, you can use any of the clones on any client 
to set the server back to the state it was when it was cloned.

• You can use SSH or HTTPS when running the git clone command. SSH is used as an 
example here.





• The git pull command pulls the information that is in the remote repository but is not 
in the local repository, and merge it to the working directory of the branch that you 
have checked out. The git pull command is a combination of the git fetch and git

merge commands. The difference between the git pull and git fetch commands lies 
in that the git fetch command only copies the information that is in the remote 
repository but is not in the local repository and does not merge it to the corresponding 
local branch, whereas the git merge command merges the fetched information to the 

working directory of the branch that you have checked out.

• In this example, the file1.txt file is added in the remote repository. You can run the git
pull command to copy the file1.txt file from the remote repository to the working 
directory on the local PC. If you run the git fetch and git merge commands in 
sequence, the files in the working directory remain unchanged after the git fetch
command is run and the file1.txt file is added to the working directory after the git
merge command is run.





• The git push command pushes the changes made in the local branch that you have 
checked out to the remote repository. Before pushing changes to the remote 
repository, you need to commit the changes to the local repository.





• The git merge command merges a specified branch into the branch you have checked 
out.

• Create a hotfix branch, modify and commit the changes, switch to the master branch, 

and merge the changes in the hotfix branch to the master branch. The file1.txt file 
created in the hotfix branch has been merged into the master branch.









• Currently, Codehub is available only at the China site. You can select the China site and 
switch the language to English.





• When using SSH to connect to the remote repository, developers must generate an 
SSH key pair locally and add the SSH public key to the code hosting service on 
HUAWEI CLOUD.



• CodeHub depends on ProjectMan. Subscribe to ProjectMan before using CodeHub.
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• Perfect Forward Secrecy (PFS) is a property of secure communication protocols. PFS 
was proposed by Christoph G. Gunther in 1990. PFS is essentially defined as the 
cryptographic property of a key-establishment protocol in which the compromise of a 

session key or long-term private key after a given session does not cause the 
compromise of any earlier session. PFS ensures that any future disclosure of passwords 
or keys cannot be used to decrypt any communications sessions recorded in the past, 
even if the attacker proactively intervenes.

• The SSH transport layer protocol uses the Diffie-Hellman key exchange algorithm to 
implement PFS.

• For details, see section 9.3.7 "Forward Secrecy" in RFC 4251 
(https://www.ietf.org/rfc/rfc4251.txt).



• A public key is used to decrypt information to ensure message authenticity and 
integrity. Therefore, the receiver knows that the information comes from someone 
who has a private key. The encrypted information is called a digital signature. The 

public key is in the form of a digital certificate.

• When the SSH user authentication protocol is started, it receives a session ID from the 
SSH transport layer protocol. The session ID uniquely identifies a session and is a part 
of the digital signature to indicate the ownership of the private key.



• A TCP/IP connection can forward network data of other TCP ports through SSH 
channels, ensuring security.

• Data of Telnet, SMTP, IMAP, and other TCP/IP-based insecure protocols can be 

forwarded through SSH, which prevents the transmission of user names, passwords, 
and privacy information in plaintext and therefore enhances security. In addition, if the 
firewall restricts the use of some network ports but allows the SSH connection, 
communication can be implemented through the SSH TCP/IP connection.

• In X11, X refers to the X protocol, and 11 is the eleventh version of the X protocol. The 
Linux graphical user interface (GUI) is based on the X protocol at the bottom layer. 
When remote interaction with graphical applications on the Linux server is required, a 
method for enhancing communication security is to use SSH to display the GUI on the 
local client through the X11 tunnel.

• A session is a remote execution of a program. A program can be a shell, an 
application, a system command, or some built-in subsystems. Multiple session channels 
can be active at the same time. An interactive login session can be implemented using 

the invoke_shell() method, and the remote command can be implemented using the 
exec_command() method, which will be described in detail later.







• Port 22 is enabled on the server, waiting for the client to connect. The client initiates a 
TCP connection to the server. The two parties complete the handshake and establish a 
connection. The client sends a packet to the server. The packet contains the version 

field, in the format of Major version number.Secondary version number-Software 
version number. After receiving the packet, the server parses it to obtain the protocol 
version number. If the protocol version number of the client is earlier than that of the 
server and the server supports the earlier version of the client, the server uses the 

protocol version number of the client. Otherwise, the server uses its own protocol 
version number.



• The algorithm negotiation process is as follows: The server obtains the first algorithm 
from the algorithm list of the client and searches its own algorithm list for the same 
algorithm. If the same algorithm is found, the negotiation succeeds, and the server 

continues to negotiate the algorithm of the next type. Otherwise, the server searches 
its own algorithm list for the next algorithm in the client's algorithm list until a match 
is found.



1. The client and the server first agree on two public prime numbers p and g.

2. The client and server each randomly generate a private key Xc and Xs, respectively.

3. The client and server each calculate their own public key Yc and Ys, respectively.

4. The client and server exchange their own public key.

5. The client and server calculate the session key for encryption based on the public and 
private keys.

The Diffie-Hellman key exchange algorithm is used for key exchange, which is based on 

the mathematical discrete logarithm and is not described in this course. During key 
exchange, the private keys Xc and Xs are not transferred and, due to the difficulty in 
computing discrete logarithms, they cannot be decrypted by other users even if p, g, Yc, 
and Ys are obtained. This ensures the confidentiality of the session keys.

Note that the public and private keys generated in this phase are used only to generate 
session keys and are irrelevant to subsequent user authentication. After the key exchange 
phase is complete, all subsequent packets are encrypted based on the session keys.





• The digital signature is encrypted by client’s private key. To see the content, we need 
public key to decrypt it.



• The channel types include session, x11, forwarded-tcpip, and direct-tcpip.

• For details, see section 4.9.1 "Connection Protocol Channel Types" in RFC4250 at 
https://www.ietf.org/rfc/rfc4250.txt.

• Different ssh logical channels can multiplex one ssh session.





• In HCIA courses, we learned how to use the telnetlib module for Telnet remote 
connections. In the production environment, the more secure Paramiko module is 
recommended for SSH remote connections.







• The Channel class provides methods for executing commands, requesting X11 sessions, 
sending data, and opening interactive sessions. Generally, these common methods 
from the Channel class have been packaged in the SSHClient class.

• The Message class provides methods for writing bytes to a stream and extracting 
bytes.

• The Packetizer class provides methods for checking handshakes and obtaining channel 
IDs.

• The Transport class provides methods such as public key authentication, private key 
authentication, and channel opening.

• The SSHClient class provides methods for establishing connections and opening 
interactive sessions.

• The SFTPClient class provides methods such as file upload and download.



• OpenSSH is a free open-source implementation of the SSH protocol. It provides server 
programs and client tools. OpenSSH is integrated in all Linux operating systems. 
OpenSSH records the public key of each computer that a user has accessed in 

~/.ssh/known_hosts. When the same computer is accessed next time, OpenSSH checks 
the public key. If the public keys are different, OpenSSH generates a warning to 
prevent man-in-the-middle attacks.



• This course describes methods of four classes: Transport, key handling, SSHClient, and 
SFTPClient.

• This process uses the Paramiko SFTP session as an example. Because the SSHClient

class integrates the Transport, Channel, and SFTPClient classes, the preceding methods 
can be implemented by the SSHClient class. This is especially true for SSH sessions.





• For ease of use, you can use an address (as a tuple) or a host string as the sock
parameter. The host string is the host name with an optional port, separated by a 
colon (:). If a port is transferred, it is converted to a tuple in the format (host name, 
port).























• OpenSSH records the public key of each computer that a user has accessed in 
~/.ssh/known_hosts. When the same computer is accessed next time, OpenSSH checks 
the public key. If the public keys are different, OpenSSH generates a warning to 

prevent man-in-the-middle attacks. Generally, when a client connects to the SSH 
server for the first time, you need to enter Yes or No for confirmation.























• For details about the commands, refer to the product documentation at 
https://support.huawei.com/enterprise/en/doc/EDOC1000097293/466984de?idPath=24
030814|21432787|21430822|22318704|9794900.

















• For details about the commands, refer to the product documentation at 
https://support.huawei.com/enterprise/en/doc/EDOC1000097293/466984de?idPath=24
030814|21432787|21430822|22318704|9794900.







1. ABCDE

2. Method invoke_shell() of the SSHClient class

3. Method connect of the SSHClient class or method connect of the Transport class

















• Different vendors use their proprietary protocols to manage their own devices, 
resulting in complex and inefficient network management.





• SNMPv2c

▫ GetBulk operation: is performed by a network management system (NMS) to 
query information about managed devices in batches.

▫ Inform operation: is performed by a managed device to notify the NMS of a fault 
or event on the device and requires an acknowledgement from the NMS.

• SNMPv3

▫ Strong adaptability: It adapts to both simple and complex networks.

▫ Simple management: It consists of multiple independent sub-systems and 
applications. When a fault occurs in an SNMP system, it is easy to locate the sub-
system where the fault is originated according to the fault type.

▫ Good expansibility: Modules can be added to expand an SNMP system. For 

example, a module can be added to the security sub-system to run a new 
security protocol.







• A MIB is independent of a specific network management protocol. Device vendors can 
integrate SNMP agent software into their products (for example, routers), but they 
must ensure that this software complies with relevant standards after new MIBs are 

defined. Users can use the same network management software to manage routers 
containing MIBs of different versions. However, the network management software 
cannot manage a router that does not support the MIB function.

• MIBs fall into public and private ones.

▫ Public MIBs are defined by RFCs and used for structure design of public protocols 
and standardization of interfaces. Most device vendors need to provide SNMP 
interfaces according to the specifications defined in RFCs.

▫ Private MIBs are the necessary supplement of public MIBs. Some enterprises 

develop proprietary protocols or special functions, they can design private MIBs 
to improve the management functions of SNMP interfaces. In addition, private 
MIBs enable third-party NMS software to manage devices that use proprietary 
protocols or have special functions. For example, OIDs of Huawei MIB objects 

start with 1.3.6.1.4.1.2011.



• The maximum access of a MIB object specifies the operations that an NMS can 
perform on the MIB object. The options include:

▫ not-accessible: No operation can be performed.

▫ read-only: Read information.

▫ read-write: Read information and modify configurations.

▫ read-create: Read information, and modify, create, and delete configurations.

• When generating a trap, a device reports the type of the current trap together with 

some variables. For example, when sending a linkDown trap, a device also sends 
variables such as the index and current configuration status of the involved interface.

▫ ifIndex: indicates the interface index.

▫ ifAdminStatus: indicates the interface management status, that is, whether the 

interface is shut down. The options include undo shutdown and shutdown. 

▫ ifOperStasuts: indicates the interface operational status, that is, the link layer 
protocol status of the interface. The options include Up and Down.

▫ ifDesc: indicates the interface description.



• This document describes SNMPv3 operations.



• SNMPv1 and SNMPv2c provide user authentication based on community names, which 
has the following security risks:

▫ Most network product vendors deliver their devices with the default SNMP read-

only community name being Public and the default read-write community name 
being Private. In most cases, network management personnel do not modify the 
default settings.

▫ SNMP community names are transmitted in plain text on the network, which 

may cause information leakage.



• The listening UDP port of a managed device is 161, so Get, GetNext, GetBulk, and Set 
packets are destined for port 161.

• The listening UDP port of the NMS is 162, so Trap and Inform packets are destined for 

port 162.

• The authentication and encryption modules provide the same identification and 
encryption functions as the USM in SNMPv3 to encrypt the sent SNMP packets and 
authenticate received the SNMP packets respectively.





























• The SnmpEngine, UsmUserData, UdpTransportTarget, ContextData, and ObjectType
class instances of PySNMP high-level APIs are used as input parameters of PySNMP
methods such as getCmd.

• The ObjectType class is initialized using the ObjectIdentity class instance.





• For options of the authentication and encryption algorithms, visit 
http://snmplabs.com/pysnmp/docs/api-
reference.html?highlight=usmuserdata#pysnmp.hlapi.UsmUserData.

http://snmplabs.com/pysnmp/docs/api-reference.html?highlight=usmuserdata#pysnmp.hlapi.UsmUserData
















• Code explanation:

▫ Use the "from…import" statement to import high-level APIs of PySNMP.

▫ Create the UsmUserData class instance — userData, and set the user name, 

authentication algorithm, encryption algorithm, authentication key, and 
encryption key. 

▫ Invoke the getCmd method and initialize the SnmpEngine, UdpTransportTarget, 
ContextData, and ObjectType class instances when they are input as parameters. 

Compared to initializing the class instances before the getCmd is invoked, this 
simplifies the coding process.

▫ Use the "errorIndication, errorStatus, errorIndex, varBinds =next(g)" statement to 
perform the next operation on the generator g obtained using the getCmd 

method. The obtained information about MIB objects is saved in varBinds.

▫ Finally, use loop statements to print information about all MIB objects in 
varBinds. In this example, only one MIB object is available in varBinds.



• For the values of MIB objects on a managed device, refer to the product 
documentation of the managed device.
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• SNMP is based on UDP and is stateless, unordered, and unreliable for configuration 
management.

• SNMP can be configured for only one object, not for one service. During the concurrent 
configuration of multiple objects, if some objects are successfully configured but some 

objects fail to be configured, unknown impacts will be caused on the network.

• The SNMP interface is difficult to understand.





• For details, see RFC 3535.

• Different IETF work groups and drafts gradually meet 14 requirements.



• The IETF gradually implements the conclusions of the IAB meeting. Different work 
groups gradually improve the 14 requirements.

• NETCONF 1.0 has no requirements on the model language. The combination between 
NETCONF 1.1 and YANG is determined.





• This example is not a real example. The YANG model does not take the entire device 
as one YANG file. Instead, the YANG model splits it into multiple YANG files by 

function.













• For details, see RFC 6241.







• <config> may contain the optional attribute <operation>, which is used to specify an 
operation type for a configuration item. If the <operation> attribute is not carried, the 

<merge> operation is performed by default. The <operation> attribute values are as 
follows:

▫ merge: In the database, modify the existing data or create data that does not exist. 
This is the default operation.

▫ create: Add configuration data to the configuration database only when the 
configuration data to be created does not exist in the configuration database. If the 

configuration data exists, <rpc-error> is returned, in which the <error-tag> value is 
data-exists.

▫ delete: Delete a specified configuration data record from the configuration 
database. If the data record exists, the data record is deleted. If the data record 

does not exist, <rpc-error> is returned, in which the <error-tag> value is data-
missing.

▫ remove: Delete a specified configuration data record from the configuration 
database. If the data exists, the data is deleted. If the data does not exist, a success 

message is returned.



• Schema is a language that Huawei extends private syntax based on the W3C XML 
standard. Before the NETCONF standard is bound to the YANG model, VRPV8 has 

implemented Schema.

• Huawei-YANG has the most abundant content.



• For details, see the NETCONF YANG API Reference released at the official website.











• YANG originates from NETCONF but is not only used for NETCONF. Although the 
YANG modeling language is unified, YANG files are not unified.

• YANG files can be classified into three types: vendor-specific YANG files, IETF-defined 
YANG files, and OpenConfig YANG files.

• The Config&Status Data, Notification Data, and bottom-layer RPC messages in 
NETCONF can be modeled using the YANG model. YANG model files can be converted 

into XML/JSON files using a tool and then encapsulated into NETCONF/RESTCONF 
messages.

• For details, see RFC 7950.



• For details, see RFC 7950.



• For more information, see RFC 7950.











• For details, see RFC 7950.











• NETCONF and RESTCONF can coexist.

• CRUD: Create, Remove, Update, Delete.





• NETCONF and RESTCONF can coexist.



• A request header may contain multiple fields, such as Accept, Authorization, Host, and 
From. For details, see RFC 2916.





• Header information contains details about Response Header and Entity Header. For 
details, see sections 6.2 and 7.1 in RFC 2916.



• For details, see 6 Response Status Code in RFC 7231.





1. Huawei uses SSH as the transport layer protocol. Before enabling the NETCONF 
function on a device, you need to create an SSH user as the NETCONF user for login.

2. YANG is a modeling language used to describe the content layer of NETCONF and 
RESTCONF. The difference between NETCONF and RESTCONF is as follows: RESTCONF 

constructs the transport layer, messages layer, and operations layer based on HTTP, 
while NETCONF has defined the operations layer and uses SSH as the transport layer 

and RPC as the messages layer.























• MIB is a standard for network management data.



• A microburst refers to a situation in which a large amount of burst data is received 
within a very short time (milliseconds), so that the burst data rate is tens or hundreds 
times higher than the average rate or even exceeds the port bandwidth. The NMS or 

network performance monitoring software calculates the real-time network bandwidth 
at an interval of seconds to minutes. At such an interval, the network traffic seems to 
be stable. However, packet loss may have occurred due to microbursts.



• SNMP queries are performed in a question-answer manner. If 1000 interactions are 
performed within 1 minute, SNMP parses 1000 query request packets. Telemetry 
avoids repeated queries. This is because subscription needs to be performed only once 

and then devices can continuously push data to the NMS.





• There is also a view in the industry that SNMP is considered as a traditional telemetry 
technology, and telemetry is currently referred to as streaming telemetry or model-
driven telemetry.

• Telemetry packs the data to be sent, improving transmission efficiency.













• The collector in the data center collects device performance data through telemetry 
and collects device flow mirroring data through ERSPAN. 





• For details about the framework, see the corresponding RFC draft at 
https://tools.ietf.org/html/draft-song-ntf-02.

• Google Remote Procedure Call (gRPC) is an open-source remote procedure call (RPC) 

system developed by Google.

• User Datagram Protocol (UDP) provides a method for an application to send 
encapsulated IP packets without establishing a connection.

• Protocol buffers (Protobuf) is a mechanism for serializing structured data.



• A YANG model is similar to a menu for a fast-food restaurant. If a customer wants to 
eat a hamburger or fried chicken, the customer writes an A4 paper purchase list with 
one hamburger and two fried chickens according to the menu, folds the list into a 

stamp-sized note, puts it in the GPB envelope, and gives the envelope to the 
messenger gRPC at the door. The gRPC then rides on an HTTP/2 electric motorcycle 
and goes to the fast food restaurant. The messenger gRPC gives the GPB envelope to 
the restaurant boss, and the restaurant manager opens the envelope to check whether 

the items that the customer orders are on the restaurant menu.





• For more information about the YANG model, visit 
https://datatracker.ietf.org/doc/rfc7895/.

https://datatracker.ietf.org/doc/rfc7895/










• gRPC is a RPC system developed by Google.





• For more information about gRPC, visit https://doc.oschina.net/grpc?t=58009.



• For more information about gRPC, visit https://doc.oschina.net/grpc?t=58009.



• For more information about gRPC, visit https://doc.oschina.net/grpc?t=58009.





• GPB transmits data in binary mode with a small number of bytes for each 
transmission, and therefore stands out from other encoding methods, such as XML and 
JSON, in terms of transmission efficiency. Data collection efficiency is a key concern of 

Telemetry.

• For more information, see https://developers.google.com/protocol-buffers/.





1. The collector functions as the gRPC client, and the device functions as the gRPC
server.

2. The collector constructs data in GPB or JSON format based on the subscribed event, 

compiles a .proto file through Protocol Buffers, establishes a gRPC channel with the 
device, and sends a request message to the device using gRPC.

3. After receiving the request, the device parses the .proto file using Protocol Buffers to 
restore the data for processing.

4. After data sorting is complete, the device re-compiles the data using Protocol Buffers 
and sends a response to the collector using gRPC.

5. The collector receives the response message. So far, the gRPC interaction ends.





















• After the files are compiled successfully, multiple Python files are generated in the 
current folder.





• The gRPC module is installed by running the pip install grpc command.

• The huawei_grpc_dialout_pb2_grpc and huawei_telemetry_pb2 modules are 
generated after the .proto files are compiled.







1. BC

2. Static subscription and dynamic subscription

















• Traditional network devices are relatively closed and cannot meet flexible and 
differentiated network management requirements.



• With the OPS, you can compile scripts based on their requirements and import the 
scripts to network devices for running, which is flexible and efficient.





• The VRP system is developed by Huawei based on years of research and network 
application experience and its intellectual property rights is owned by Huawei. 

• Managed object (MO): an object that can be used to manage network devices by 

invoking RESTful APIs, such as CPU information, system information, and interface 
information.

• Uniform Resource Identifier (URI): identifies a specific resource. In the OPS, URIs are 
used to identify MOs. For example, the URI of the CPU information is 

/devm/cpuInfos/cpuInfo, which uniquely identifies the CPU information.

• Uniform resource locator (URL): A URL is a URI that can be used to present a resource 
and specify how to locate the resource, for example, http://www.ietf.org/rfc/rfc2396.txt 
and ftp://ftp.is.co.za/rfc/rfc1808.txt. 

• Huawei network devices that support the OPS provides a running environment for 
Python scripts. Scripts in Java and C/C++ languages are not supported.



• An API is a particular set of rules and specifications that are used for communication 
between software programs.

• For more information about RESTful, see the HCIP Programming and Automation 

Course — RESTful Fundamentals and Practices.



• The OPS allows you to compile Python scripts, install the scripts on network devices, 
and send HTTP requests when the scripts are running to manage network devices.



• Currently, the implementation of RESTful APIs uses the HTTP standard specifications. 
Therefore, this section briefly describes HTTP.





• <headers> and <entity-body> are the header field and body of the packet on the 
previous page.



• Header field:

▫ Host: contains host name and port number of the web server.

▫ User-Agent: contains information about the user agent originating the request.

▫ Accept: specifies response media types that are acceptable.

▫ Accept-Language: indicate the set of natural languages that are preferred in the 
response.

▫ Date: represents the date and time at which the message was originated.

▫ Server: contains information about the software used by the origin server to 
handle the request.

▫ Last-Modified: last modified date for the requested object.

▫ ETag: specifies an identifier for a specific version of a resource, often a message 

digest.

▫ Accept-Ranges: allows a server to indicate that it supports range requests for the 
target resource.

▫ Vary: describes what parts of a request message, aside from the method, Host 

header field, and request target, might influence the origin server's process for 
selecting and representing this response.

▫ Content-Length: indicates length of the response body in octets.

▫ Content-Type: indicates Multipurpose Internet Mail Extensions (MIME) type of 



content.

• For details about the header fields, see RFC 2616.



• The formats of the OPS RESTful API request and response packets are similar to those 
of the HTTP request and response packets described in the previous slide.

• Extensible Markup Language (XML) is designed to transmit and store data.

• Currently the OPS RESTful APIs use the XML format to transmit data. In a later version, 
the APIs can use the JavaScript Object Notation (JSON) format to transmit data. 
Therefore, the body of the OPS RESTful API request and response packets is in XML 
format.

• You can download RESTful API Reference on the network device page of 
http://support.huawei.com.



• The maintenance assistant is a function of Huawei network devices. You can set the 
trigger conditions and the Python script to be executed when the conditions are met. 
The system monitors device running in real time. When the specified trigger condition 

is met, the network device system automatically executes the Python script to 
complete the actions defined in the script. For more information about the 
maintenance assistant, see the Huawei network device product documentation.





• DHCP server: allocates the temporary IP address, default gateway, and script file server 
address to the device to be automatically deployed. 

• DHCP relay agent: forwards packets exchanged between the device to be 

automatically deployed and the DHCP server when they are located on different 
network segments.

• Script file server: stores scripts (Python) required for automatic network device 
deployment. By running the script files, a network device can obtain information such 

as the IP address of the software and configuration file server, version file, and 
configuration file.

• Software and configuration file server: stores system software, configuration files, and 
patch files required for automatic network device deployment.



• A Python script can be compiled to deliver commands. When the network is 
disconnected, the execution result is temporarily stored on the device. After the 
network is recovered, the execution result is transmitted to the server. Therefore, the 

impact of network disconnection can be mitigated.

























• After knowing the format of the response message, you can parse the response 
message in the Python script. In this case, the response message is only displayed. You 
can try to parse the response message to implement more complex functions.





• For details about how to enable the FTP server on the local PC, you can easily search 
the way from a search engine.









1. ABCD





• The REST software architecture was first mentioned by Roy Fielding in his doctoral 
paper. Roy Fielding is one of the major authors of the HTTP specifications.













• OpenFlow was defined in the initial phase of SDN. With technology development, 
many other southbound interface (SBI) protocols are defined between the controller 

and network devices.



• SDN is a broader concept, not limited to OpenFlow. Separation between the control 
and data planes is a method rather than the essence of SDN.



• Application layer: provides various upper-layer applications for service intents, such as 
OSS and OpenStack. The OSS is responsible for service orchestration of the entire 

network, and OpenStack is used for service orchestration of network, compute, and 
storage resources in a DC. There are also other applications at this layer. For example, 

a user deploys a security app. This app invokes NBIs of the controller, such as Block 
(Source IP，DestIP), regardless of the device locations. Then the controller delivers 

different instructions to network devices based on different southbound protocols.

• Control layer: The SDN controller is deployed at this layer and is the core of the SDN 

network architecture. The control layer is the brain of the SDN system and implements 
network service orchestration.

• Infrastructure layer: A network device receives instructions from the controller and 
performs data forwarding.

• NBI: NBIs, mainly RESTful APIs, are used by the controller to interconnect with the 
application layer.

• SBI: SBIs are used by the controller to interact with devices through protocols such as 
NETCONF, SNMP, OpenFlow, and OVSDB.



• Cloud platform: resource management platform in a cloud DC. The cloud platform 
manages network, compute, and storage resources. OpenStack is the most mainstream 

open-source cloud platform.

• The Element Management System (EMS) manages one or more telecommunication 

network elements (NEs) of a specific type.

• Container-based orchestration: The container-based orchestration tool can also provide 

the network service orchestration function. Kubernetes is a mainstream tool.

• MTOSI or CORBA is used to interconnect with the BSS or OSS. Kafka or SFTP can be 

used to connect to a big data platform.







• iMaster NCE effectively connects physical networks with business intents and 
implements centralized management, control, and analysis of global networks. It 

enables resource cloudification, full lifecycle automation, and data analytics-driven 
intelligent closed-loop management according to business and service intents and 

provides open network APIs for rapid integration with IT systems.

• Huawei iMaster NCE can be used in the enterprise data center network (DCN), 

enterprise campus, and enterprise branch interconnection (SD-WAN) scenarios to 
make enterprise networks simpler, smarter, open, and secure, accelerating enterprise 

service transformation and innovation.







• Campuses are everywhere, including factories, government buildings and facilities, 
shopping malls, office buildings, school campuses, and parks. According to statistics, 

90% of urban residents work and live in campuses, 80% of gross domestic product 
(GDP) is created in campuses, and each person stays in campuses for 18 hours every 

day.

• Campus networks, as the infrastructure for campuses to connect to the digital world, 

are an indispensable part of campus construction and play an increasingly important 
role in daily working, R&D, production, and operation management.

• Campus networks vary according to the size and industry characteristics. From the 
industry perspective, typical industry campus networks include education campus 

networks, government campus networks, commercial campus networks, office campus 
networks, and manufacturing campus networks.



• Large- and medium-sized campus network: is a network where more than 2000 
terminals are present.

▫ The network usually covers multiple buildings. Multiple aggregation layers are 
used to centralize networks of multiple buildings to the core layer.

▫ The access layer needs to provide high-density wired interfaces and a large 
number of access points (APs). In addition, the access layer needs to provide 

differentiated access control based on terminal types.

▫ To ensure service continuity, the campus network needs to support advanced 

capabilities such as the virtual network, free mobility, and security visibility.

▫ A campus network is typically equipped with a data center, which provides 

service computing and storage capabilities for the campus network.

▫ Typical examples: large-scale enterprise office networks, campus networks for 

higher education institutions, networks for large-scale government agencies, and 
airport networks.

• Small- and medium-sized campus network: is a network where no more than 2000 
terminals are present.

▫ Network layers are simple.

▫ Due to the limitations of traditional network management technologies, the 

branches are often managed separately.

▫ Typical examples: campus networks for primary/secondary schools, networks for 



small-scale government agencies, networks for small-scale supermarkets, 
and networks for micro stores.

















• Full Lifecycle: Planning, Construction, O&M, and Optimization





• The device plug-and-play feature is applicable to multiple deployment modes, 
including deployment through barcode scanning, DHCP-based deployment, and 

deployment through the registration center.

• Registration center: is one of the main components of the Huawei CloudCampus 

Solution for query of the device management mode and the home cloud management 
platform. According to the query result, a device determines whether to change to the 

cloud-based management mode and which cloud management platform it must 
register with. For example, all the APs that support cloud-based management will have 

the Huawei device registration query center's URL (register.naas.huawei.com) and port 
number (10020) pre-configured.





• Free Mobility: Policy Management Based on Security Groups





• Intelligent Terminal Identification, Ensuring Secure Access







• The concepts, topology, and architecture of a data center in this course are based on 
layer 2 or above.



• Huawei devices are used as an example here.



• DCN: enables communication between computing instances in a DC and between 
computing units and external egresses.

• SAN: consists of storage arrays and Fiber Channel (FC) switches to provide block 
storage. The storage network that uses the FC protocol is called FC SAN, and the 

storage network that uses the IP protocol is called IP SAN.

• Distributed storage: The deployment mode of distributed storage is different from that 

of storage array. Data is stored on multiple independent servers (storage nodes). It is 
also used as cloud storage.

• Server (compute node): provides computing services.



• Data center networks can be flexibly divided into different zones based on enterprise 
or industry requirements. For example, a financial data center network can be divided 

into production zone 1, production zone 2, test zone 1, test zone 2, big data zone, 
operation management zone, and other zones.

• In this example, the data center data network is divided in to the following zones:

▫ Internet access zone: transmits Internet access traffic from users.

▫ Campus network access zone: transmits traffic from users on enterprise campus 
networks.

▫ WAN access zone: connects to the enterprise-built WAN. Data centers and 
campuses in other cities may reside on the other side of this zone.

▫ Production environment zone: connects to the production environment.

▫ Test environment area: connects to the test environment.









• iMaster NCE-Fabric can connect to customer IT systems to match an intent model for 
customer intents and deliver configurations to devices through NETCONF to 

implement fast service deployment.

• iMaster NCE-Fabric can interconnect with the mainstream cloud platform OpenStack, 

virtualization platform vCenter and System Center, and the container orchestration 
platform Kubernetes.





• iMaster NCE-FabricInsight provides AI-powered intelligent O&M capabilities for data 
centers.



1. ABC

2. B



















• The operation support system (OSS) is a necessary support platform for telecom 
services.

• MTOSI: Multi-Technology Operations System Interface

• Common Object Request Broker Architecture (CORBA) is a standard object-oriented 
application program system specification formulated by Object Management Group 
(OMG).







• Stateful request: A server generally needs to save and maintain the status information 
of previous requests. Each request can use information about the previous requests by 

default.

• Stateless request: The processing result on the server must be based on the 

information carried in the same request.



• An API is a set of predefined functions or methods for connecting different 
components of a software system. It is a set of routines that can be accessed by 

applications and developers based on software or hardware without having to access 
the source code or understand the details of the internal working mechanism. For 

example, if a computer needs to invoke information in a mobile phone, we simply 
need to connect the computer and the mobile phone by using a data cable. In this 

example, the interfaces on the computer and mobile phone at both ends of the data 
cable.



• Rendering refers to the process of transforming views such as HTML into visual images 
that can be seen by human eyes.

• For web applications of early days, a view is a graphical user interface (GUI) composed 
of HTML elements. For today's web applications, the GUI incorporates new elements 

such as Adobe Flash, XHTML, XML/XSL, and WML.

• The Model-View-Controller (MVC) is a pattern for creating web applications and 

consists of three parts: controller, model, and view.

▫ The controller is responsible for processing user interaction in an application. 

Generally, the controller reads data from the view, controls user input, and sends 
data to the model.

▫ The model is responsible for processing the data logic of an application. Generally, 

the model stores and reads data from the database.

▫ The view is responsible for processing data display. Generally, a view is created 
based on model data.



• An API is a set of predefined functions or methods for connecting different 
components of a software system. It is a set of routines that can be accessed by 

applications and developers based on software or hardware without having to access 
the source code or understand the details of the internal working mechanism.

• Separation between the frontend and backend has become an industry standard for 
the Internet projects in the industry. It lays a solid foundation for the large-scale 

distributed architecture, elastic computing architecture, microservice architecture, and 
multi-terminal services (such as browsers, vehicle-mounted terminals, Android, and 

iOS). The key to separation between the frontend and backend is that the frontend 
page invokes the RESTful API of the backend for data interaction.





• Abstract of Roy's doctoral dissertation Architectural Styles and the Design of Network-
based Software Architectures:
This dissertation explores a junction on the frontiers of two research disciplines in 
computer science: software and networking. Software research has long been 

concerned with the categorization of software designs and the development of design 
methodologies, but has rarely been able to objectively evaluate the impact of various 

design choices on system behavior. Networking research, in contrast, is focused on the 
details of generic communication behavior between systems and improving the 

performance of particular communication techniques, often ignoring the fact that 
changing the interaction style of an application can have more impact on performance 

than the communication protocols used for that interaction. My work is motivated by 
the desire to understand and evaluate the architectural design of network-based 

application software through principled use of architectural constraints, thereby 
obtaining the functional, performance, and social properties desired of an architecture.



• REST is short for Representational State Transfer, in which the main entity — resource 

— is not presented.



• A URI represents only a resource entity but not its presentation.





• YANG defines the storage content and configuration of data.



• Relationship between the URI and URL
The URL is a subset of the URI. The former must be an absolute path, while the latter 

can be an absolute path or a relative path. For example, 
http://127.0.01:8080/AppName/rest/product/1 is a URL, and AppName/rest/product/1 

is a URI.



• As mentioned earlier, REST makes full use or heavily relies on HTTP. Next, we will 

move on to HTTP.



• SPeeDY (SPDY) is a TCP-based application-layer protocol developed by Google. Its 

objective is to optimize the performance of HTTP and shorten the loading time of web 
pages and improve security by using technologies such as compression, multiplexing, 

and priority. The core idea of SPDY is to minimize the number of TCP connections. 
SPDY is an enhancement to HTTP, instead of a protocol for replacing HTTP.

• Quick UDP Internet Connection (QUIC) is a UDP-based low-delay Internet transport 
layer protocol developed by Google. In November 2016, the IETF convened the first 

meeting of the QUIC working group, which attracted wide attention from the industry. 
This means that QUIC starts its standardization process and will become a next-

generation transport layer protocol.



• The data transmitted using HTTP can be HTML, images, texts, and so on.



• An HTTP client is usually a browser. A web server can be an Apache server or an 

Internet Information Services (IIS) server.

• When a TCP connection is released, if the value of the Connection field in the packet 

header is close, the server proactively closes the TCP connection, and the client 
passively closes and releases the TCP connection. If the value of Connection is 

keepalive, the connection lasts for a period of time and can continue to receive 
requests.



• The browser differentiates the displayed content such as HTML, XML, GIF, and flash 
based on MIME-type.

• Advantages of the connectionless feature: This mode saves the transmission time and 

improves the concurrent performance. No persistent connection is established. Instead, 
one response is made to each request. However, if a connection is repeatedly 

established and torn down, the efficiency is affected. In HTTP/1.1, a TCP connection is 
maintained between the browser and the server for a period of time and will not be 

disconnected immediately after a request ends.

• Stateless means that, if the processing of subsequent packets requires the previously 

exchanged information, the information must be retransmitted. Although HTTP/1.1 is 
a stateless protocol, cookies are introduced to implement the function of maintaining 

status information.

• A cookie is a text file stored on a client. This file is associated with a specific web page 

and saves the information about the web page accessed by the client.



• HTTP/1.1 has been widely used since it was proposed in 1999 and has become a 

mainstream standard for more than 20 years. In the following part, we will introduce 
HTTP packets, which are based on HTTP/1.1.











• In HTTP 1.0, each connection involves only one request and response and is closed 
after the request is processed. HTTP 1.0 does not have the Host field. In HTTP 1.1, 

multiple requests and responses can be transmitted in the same connection, and 
multiple requests can be processed concurrently.

• WWW-Authenticate is a simple and effective user identity authentication technology in 
the early stage.

• The browser differentiates the displayed content such as HTML, XML, GIF, and flash 
based on MIME-type.

• For more information, refer to RFC HTTP 1.1 at https://www.ietf.org/rfc/rfc2616.html.











• The response header describes the basic information about the server and data. The 

server uses the response header to notify the client of how to process the data that it 
replies to.



• The HTTP response header is often combined with the status code. For example, the 

status code 302 (indicating that the location has changed) is usually used together 
with the Location header, and the status code 401 (Unauthorized) must be used 

together with a WWW-Authenticate header. The response header can be used to set 
the cookie, specify the date, instruct the client to refresh the page at the specified 
interval, and so on.











• HTTP transmits information in plaintext, which may pose risks of information 

interception, tampering, and hijacking. Transport Layer Security (TLS) provides identity 
authentication, information encryption, and integrity check functions, and therefore 

can prevent such problems. 



• For more information, refer to the RFC document at 
https://www.ietf.org/rfc/rfc5246.html.



• SPDY is a TCP-based application-layer protocol developed by Google. SPDY aims to 
optimize the performance of HTTP and shorten the loading time of web pages and 

improve security by using technologies such as compression, multiplexing, and priority. 
The core idea of SPDY is to minimize the number of TCP connections. SPDY is an 

enhancement to HTTP, instead of a protocol for replacing HTTP.



• Enhancements to HTTP/2:

• Header compression: The HPACK algorithm is used to compress headers to reduce the 
header size and improve performance.

• Multiplexing: A request message can be divided into frames, which are sent in 
sequence and are reassembled at the other end. In HTTP/1.1, when a client sends 

multiple requests through a TCP connection, the server can only respond to the 
requests in sequence. Subsequent requests may be blocked.

• Resource pushing: In addition to responding to client requests, the server can push 
additional resources to clients.

• Priority: HTTP/2 defines complex priority rules. A browser can request multiple 
resources at a time and specify priorities to help the server determine how to process 

these resources, avoiding resource competition.





• In this case, two objects are involved in the networking: CloudIDE and iMaster NCE.

• CloudIDE is a cloud-based development environment provided by HUAWEI CLOUD. 

The local environment can also be used to write code.

• A sandbox environment is available to iMaster NCE in the datacom developer 
community.

• A token is a character string used for authentication on APIs.

• For details, see HCIP-Datacom-Northbound Openness Lab Guide.





• For more operations, see the CodeHub guide at 
https://support.huaweicloud.com/codehub/index.html.



• Code in DevCloud on HUAWEI CLOUD: https://devcloud.cn-north-
4.huaweicloud.com/codehub/project/68494a8ad06b4eea9a1c3f18be115161/codehub/6

20653/home





• Website for reserving a sandbox environment: 
https://devzone.huawei.com/openecosystem/experienceView/campus.html





• To run the code, right-click setup.py and choose Run Python File in Terminal from the 
shortcut menu.
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2. RESTful APIs comply with the REST design style.

















• iMaster NCE-Campus is Huawei's next-generation autonomous driving network 
management and control system for campus networks. It is a network automation and 
intelligent platform integrating manager, controller, analyzer, and AI functions. As 

such, this platform drives enterprise cloudification and digital transformation, and 
creates a shortcut to more automated network management and intelligent network 
O&M.



• Application layer: It focuses on mainstream scenarios and provides industry-wide 
applications. At this layer, network service data is shared, meeting value-added data 
and operation requirements.

• Platform layer: It provides four types of APIs and supports industry-standard network 
interconnection protocols.

• Network layer: It provides various open interfaces, such as NETCONF, YANG, and 
Telemetry, improving device manageability. APs are compatible with third-party IoT 

cards to implement IoT.

• Terminal layer: It supports access of IoT terminals (such as ZigBee, RFID, and BLE), and 
access of wired and wireless terminals (such as mobile phones, IP phones, tablets, and 
cameras).







• The tenant or MSP wants to use an existing or third-party authentication platform to 
authenticate user identities and authorize users for network access authentication 
through the web page (authentication portal). For example, an MSP provides a unified 

access authentication page for tenants.



• To access the Internet, a user connects to the SSID of a Wi-Fi network and logs in to 
the portal pushed by a developer app. The developer app calls the authorization API of 
Huawei iMaster NCE-Campus to deliver the user's Wi-Fi access permission to the AP. 

The user then can access the Internet.

• NAC is short for network access control.

• Huawei Agile Cloud Authentication (HACA) is based on the mobile Internet protocol 
HTTP/2.



• For more information about API-based authentication and authorization, visit 
https://devzone.huawei.com/cn/enterprise/campus/apiSolution.html.



• For details about RADIUS-based authentication, visit 
https://devzone.huawei.com/cn/enterprise/campus/radiusSolution.html.





• Location-based service (LBS) uses various locating technologies to obtain the current 
locations of devices and pushes information and basic service for these devices through 
mobile Internet.

• iMaster NCE-Campus aggregates the terminal location data collected by cloud APs and 
periodically sends the data to the third-party LBS platform. After parsing and analyzing 
the location data with a series of algorithms, the LBS platform provides VASs, such as 
heatmap, tracking, and customer flow analysis, for customers.

• Remarks: Partners need to meet related standards based on application scenarios, such 
as EU General Data Protection Regulation (GDPR).



• iMaster NCE-Campus can directly report terminal location data to a third-party LBS 
platform. In this solution, iMaster NCE-Campus function as a relay agent.

• For details about this process, see "Wi-Fi Terminal Location Practice in Huawei 

CloudCampus Solution" in the HCIP-Datacom-NCE Northbound Openness Lab Guide.



• The validator value is in UUID format and is generated by iMaster NCE-Campus.

• For more examples, visit 
https://developer.huaweicloud.com/techfield/network.html#CloudCampus.



• For more about the AP location reporting solution, see 
https://devzone.huawei.com/cn/enterprise/campus/lbsWiFiSolution.html#Wi-Fi 
Terminal Data Reporting Process.



• For more about the Bluetooth API solution, see 
https://devzone.huawei.com/cn/enterprise/campus/lbsBluetoothSolution.html.







• For more about VAS APIs, visit 
https://devzone.huawei.com/cn/enterprise/campus/valueAddedApi.html.







• For more basic network solutions, visit 
https://devzone.huawei.com/cn/enterprise/cloudcampus/quickStart.html#network.







• For more about the smart IoT solution, visit 
https://devzone.huawei.com/cn/enterprise/cloudcampus/quickStart.html#iot.
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• When iMaster NCE-Fabric is interconnected with a cloud platform, the cloud platform 

invokes northbound  APIs to provision services. Project, router, firewall, and security 

group in the figure are all network models of the cloud platform. 

• Neutron APIs are encapsulated based on the OpenStack Neutron model and match the 

network service models in the industry. Neutron APIs are recommended if you are 

familiar with the OpenStack Neutron models. 

• Projects are created on the cloud platform without invoking the RESTful interface. 

• For details about OpenStack principles, see the OpenStack Foundation at 

https://www.openstack.org/ or learn Huawei HCIP-Cloud Computing-OpenStack at 

https://e.huawei.com/cn/talent/. 











• A virtual private cloud (VPC) contains logical NEs abstracted from a physical network. 
These logical Nes are orchestrated based on service requirements to form a virtual 
network. Different VPCs are logically isolated but share the same physical network. In 

this way, physical network resources can be shared after being pooled. 









For more API information, see "Secondary Development" in the iMaster NCE-Fabric 
Product Documentation. 









• Border leaf (BL): A border leaf node is connected to an egress device. 



























• Service Function Chain (SFC)

































1. Microsegmentations and SFCs use the same service model. The API orchestration logic 
used for creating a microsegmentation is the same as that used for creating an SFC. 
In the scenario where an SFC API is used to orchestrate an SFC and a 

microsegmentation, you need to use a Neutron API or VPC API to create a VPC and 
the corresponding network object instances, such as a logical router, logical switch, 
and logical port.













• General Purpose Technology (GPT) is the main driving force for economic and social 
transformation. From the agricultural society to the industrial society and then to the 
information society, the production mode, life mode, and management mode of the 

human society have undergone tremendous changes and experienced unprecedented 
economic and social transformation. For a long time, people have been thinking and 
exploring the drivers of economic and social development and transformation. From 
the first technological revolution represented by steam engine to the second 

technological revolution represented by electricity technology, looking at the industrial 
and technological revolution of the past 300 years, we can see that science and 
technology are important sources for promoting sustained economic growth. AI has 
become a new general purpose technology. Currently, popular AI technologies are 

being implemented, enabling a wide range of industries.

• https://en.wikipedia.org/wiki/General_purpose_technology

• Richard G. Lipsey, etc., Economic Transformations: General Purpose Technologies and 
Long-Term Economic Growth







• In the telecom field, AI has many autonomous driving network cases. Telecom 
operators have AI cases from the access network, core network, to NOC/SOC.

• NOC: Network Operation Center

• SOC: Security Operation Center





• Technically, AI case training requires joint development across domains (such as data, 
algorithm, and expert experience). Model optimization requires continuous iterative 
training, which has the following difficulties:

1. The success of AI projects requires the cooperation of service experts and AI 
experts.

2. It is difficult for service experts to transform into AI experts.

3. There are many data issues, such as a few data sources and the requirement for 

data governance (labor-intensive).

4. There are many algorithm engineering issues, such as conversion from paper to 
code and the efficiency of open-source algorithms.

5. The computing power is difficult to obtain. The computing power is used during 

peak hours. (Nvida does not allow the use of G series GPUs in data centers.)

• Essentially, AI will bring about organizational transformation, from human resources 
to human-machine coexistence in the AI Ops phase.







• The final objective of the experiment is to deploy the trained model in a real 
environment. Therefore, it is expected that the trained model can obtain a good 
prediction effect on real data. That is, it is expected that a smaller error between a 

prediction result of the model and the real result on real data is better. The best 
method is to divide real data into a training dataset and a test dataset. We can use the 
training dataset to train the model, and then use the error of the test dataset as the 
error of the final model in actual scenarios. With the test dataset, to verify the final 

effect of the model, we can calculate the error of the trained model only based on the 
test dataset. A smaller error indicates a better algorithm model.

• For detailed operations, see the following website: 
https://devstar.developer.huaweicloud.com/devstar/code-
templates/e9078ee2d7024ffabbac3f8fd1bad806

• For more information about AI, refer to Huawei AI certification documents.
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2. The real traffic data is divided into a test dataset and a training dataset. The training 
dataset is used to train a model, the trained model is tested based on the test dataset, 

and then the model evaluation result is obtained.















• First, let's take carriers as an example. Globally, most carriers face the problems of 
revenue decrease and OPEX increase. Moreover, as OTT providers continue to preempt 
market shares, more and more carriers take OTT providers as their competitors. These 

factors drive carriers to transform their networks. In this case, carriers are faced with 
the following problems: how to implement multi-network convergence, multi-vendor 
collaboration, and fast and efficient management of converged networks.

• In the 5G era, everyone predicts that 5G will lead to new businesses and services. 

However, carriers raise requirements for the rollout of new services, and device 
vendors implement the requirements. The rollout period is half a year or several years. 
It takes only a few months for OTT providers to launch new services, which makes it 
impossible for carriers and OTT providers to compete equally. There are many reasons 
for slow service rollout. One of the reasons is that there is a gap between carriers and 
vendors. That is, carriers do not understand devices, and vendors do not understand 
carrier services. It is an urgent issue to eliminate the impact of this gap and enable 
carriers and vendors to play their roles in the fields they are familiar with and quickly 

provision new services.

• Finally, the products provided by vendors are universal, that is, they are applicable to 
most operators. Carriers want systems to match their service requirements and 
enterprise cultures. Therefore, they have customization requirements. For example, a 

carrier writes the customization capability into its bidding document or customizes 
enterprise specifications. From the perspective of vendors, customization requirements 
of customers generate high costs. Therefore, the best solution is to provide the 
customization capability and let customers complete customization by themselves.



• On traditional networks, network automation refers to the process of generating 
command line scripts based on the template mechanism and enabling devices to run 
the received command line scripts through the network management protocol. It does 

not change the way it interacts with network devices. During device adaptation, 
network management engineers use Python or Perl to compile a specific function with 
a narrow application scope to implement a series of automatic operations, or use 
automation tools such as Ansible and Puppet to implement more complex automation 

tasks. Network management engineers need to adapt to network devices to be 
supported one by one, regardless of whether they write scripts or use automation tools. 
As the script scale becomes larger and larger, script maintainability decreases 
continuously, and the time required for adding a new version increases accordingly. 

With the advent of the Internet of Everything (IoE) era, the time to market (TTM) of 
new services has become a core indicator for enterprises to survive.

• With the great success of the commercialization of cloud computing, the concept of 
software-defined networking (SDN, sometimes referred to as “software-driven 

network”), which was popular only in the academic circle, has begun to flourish. On an 
SDN network, the separation between the control and forwarding planes is highly 
recommended. In an ideal SDN network, a centralized controller becomes an 
indispensable basis. As the brain of the entire network, it collects information about 

the network topology, calculates an optimal path globally based on service 
requirements, and notifies devices along the path. When receiving a service packet, 
these devices forward the packet according to a path determined by the centralized 
controller.



• iMaster NCE is an innovative network cloudification engine developed by Huawei. 
Positioned as the brain of future cloud-based networks, NCE integrates functions such 
as network management, service control, and network analysis. It is the core 

enablement system for network resource pooling, network connection automation, and 
O&M automation. NCE aims to build an intent-driven network (IDN) that is first 
automated, then self-adapting, and finally autonomous.

• The overall openness and programmability of NCE include automation, analytics, and 

intent. The goal is to build a full-lifecycle open and programmable architecture to 
satisfy customer needs. The OPS, as a part of the automation engine, are crucial for 
the entire open programming system of NCE to form a closed loop. Equivalent to the 
limbs of the human body, the OPS is an executor, which needs to be flexible to support 
the automatic closed-loop capability driven by the brain of an intent-driven network.





• The open architectures of different industries are similar. Similar to the operating 
system on a computer, NCE service openness and programmability are crucial to 
networks.

• To connect the operating system to managed hardware, such as the mouse and 
keyboard, you need to install corresponding drivers. The drivers enable the operating 
system to recognize the hardware. NCE service openness and programmability have 
similar functions. The difference is that switches and routers are managed in the 

datacom industry. First, we need to understand and manage these switches and 
routers. That is, load device drivers first, and then add and understand the specific 
capabilities of the devices.

• At the upper layer, the operating system implements hardware management, 
specifically, managing the status of the mouse and keyboard. NCE service openness 
and programmability implement device management, such as managing device status 
and configurations.

• At the top layer, the operating system provides program management to manage 

various applications, such as Word and Excel. Note that the mouse and keyboard 
capabilities are required for using these programs. NCE service openness and 
programmability implement service management at the top layer, that is, building 
network service capabilities based on application scenarios. In addition, NCE provides 

capabilities such as rollback up on a transaction failure and automatic detection of 
device configuration changes to improve O&M.



• NCE service openness and programmability depend on two software packages: SND 
and SSP.

▫ Specific NE Driver (SND): provides a data model for the iMaster NCE OPS to 

interact with NEs.

▫ Specific Service Plugin (SSP): defines a data model for completing network 
service configuration.

• Engineers compile SND packages and load them to iMaster NCE to quickly 

interconnect with new devices. Then, engineers compile SSP packages and load them 
to iMaster NCE to quickly construct new services.



• NE YANG model: YANG files generated by abstracting atomic capabilities (such as 
creating sub-interfaces) at the device layer. They are provided by device vendors.

• Service YANG model: YANG files generated by abstracting service models can be used 

to generate northbound interfaces and configuration GUIs.

• Easymap: a mapping logic algorithm that decomposes network-layer services into NE-
layer services.



• The design state is used to establish the mapping between the service YANG model 
and NE YANG model. The system provides the mapping logic algorithm to decompose 
network-layer services into NE-layer services. Currently, the NCE service openness and 

programmability framework supports two layers of mapping logic: 1. Mapping from 
the service model to the device model, which is processed by the SSP package. 2. 
Mapping from the device model to protocol packets, which is processed by the SND 
package.

• The running state uses the mappings established in the design state to manage devices 
and provision services. Specifically:

▫ Service management automatically generates a service management GUI based 
on the service YANG model to add, delete, modify, and query services.

▫ Device management automatically generates an NE management GUI based on 
the NE YANG model to add, delete, modify, and query NE resources, achieving 
functions such as difference comparison, data synchronization, and configuration 
reconciliation.

▫ API gateway automatically generates northbound RESTCONF interfaces based on 
the service and device YANG models and works with the mapping between the 
two models to add, delete, modify, and query services and NE resources.

• The running state provides the dryRun function to help users preview the results of the 

current operation and the modification of related device configurations.

• Jinja2 is a Python template engine. NCE service openness and programmability use 



Jinja2 to quickly complete the template-based processing of SSP packages.



• The development process of NCE service openness and programmability is as follows:

▫ First, analyze requirements based on service scenarios and output the high level 
design (HLD). In this phase, analyze the configuration commands to be delivered 

and the involved device types, and then start the development of a Specific NE 
Driver (SND) package. The SND package is developed as required. If the SND 
package of a device exists and the SND package to be delivered is supported, you 
do not need to develop the SND package again.

▫ Then, develop a Specific Service Plugin (SSP) package. Step 1: Develop the 
southbound Jinja2 template. The southbound Jinja2 template can be considered 
as the tailoring of the open interfaces of the device. There are many open 
capabilities of devices. However, we only need to use some of them. Therefore, 
find and select the required ones. Step 2: Define the service YANG model and 
determine northbound input parameters. Step 3: Develop the service logic. This 
step is optional. If the service layer can directly map and use the southbound 
template, skip this step.

▫ Finally, perform commissioning and verification. After the commissioning and 
verification are completed, the use in the production environment is formally 
started. If there are incremental requirements, follow the incremental design 
process and perform incremental development with reference to the preceding 

steps.









• Easymap: a mapping logic algorithm that decomposes network-layer services into NE-
layer services. Currently, the NCE service openness and programmability framework 
supports two layers of mapping logic: 1. Mapping from the service model to the device 

model, which is processed by the SSP package. 2. Mapping from the device model to 
protocol packets, which is processed by the SND package.



• The SND package of the CLI driver is also a YANG file.

















• Currently, the NCE service openness and programmability framework supports two 
layers of mapping logic: 1. Mapping from the service model to the device model, which 
is processed by the SSP package. 2. Mapping from the device model to protocol 

packets, which is processed by the SND package.

• For SND package processing, if the device is a NETCONF device, NCE service openness 
and programmability automatically convert the model data into NETCONF packets.



• For more information about NETCONF, see NETCONF/YANG Principles and Practices.



• In this example, the service YANG module hbng is customized.

• description describes the functions of the hbng module.

• revision is 2018-04-20, indicating the initial version of the hbng module.

• import and include introduce two modules for subsequent node definition.

• augment "/app:applications" { ... } indicates that the current module hbng is 
extended to the /app:applications directory of the app module.



• In this example, a container node named system is created, including the login
container sub-node for recording login information.

• The container sub-node login contains the following:

▫ A leaf node named message, which records the login prompt information.

▫ A leaf-list node named prohibited-users, which records the blacklist of users 
who are not allowed to log in to the system.

▫ A list node named user. In the list node, the unique key is defined as name and 

its type is character string; level is defined as user level and its type is number.



• In this example, the list interface is defined. config true indicates that the list is 
configuration data, and config false in observed-speed indicates that this leaf is 
status data.

• The leaf node name is a character string. The leaf node speed provides three options. 
type enumeration indicates that the enumerated values are 10m, 100m, and auto. 
The leaf node observed-speed is a positive integer of the uint32 type.



• In this example, a group node named ip-port is defined, including two leaf sub-nodes: 
ip and port.

• The container quadruple contains the source and destination information containers, 

both of which use the IP address and port information. The group node ip-port is 
reused.

• The container transfer-protocol is used to indicate the transmission protocol. The UDP 
and TCP protocols are provided. Either of them can be selected using the choice

function. case a indicates that the UDP protocol is used, and case b indicates that the 
TCP protocol is used.



• In this example, an RPC interface named reset-specified-servers is defined for 
resetting services. input indicates that the input parameter is the IP address of the 
server to be restarted. If output is not defined, the HTTP status is used to determine 

the returned result.

• The servers list node defines action reset to restart the corresponding service. Input
defines the leaf node reset-at, which indicates that the input parameter is the restart 
time. Output defines the leaf node complete-at, which indicates that the returned 

result is the restart completion time.



• The Jinja2 template is only a text file, which can be based on any text format (HTML, 
XML, CSV, etc.). In this example, the XML format is used.

• A template contains variables and expressions. The variables and expressions are 

converted to corresponding values when the template is used. It has the following 
common syntaxes:

▫ {% ... %} contains Control Structures. In this example, {% for dev in 
nesInterfacesCfg.nes %} indicates that the for loop starts, and {% endfor %}

indicates that the loop ends.

▫ {{...}} contains an expression, which can be a constant, variable, mathematical 
formula, or logical statement.

▫ {# ... #} indicates the comment.

• The variables in {{...}} can be modified using filters. Filters and variables are separated 
by vertical bars (|). For example, {{ 'abc' | capitalize }} indicates that the first letter is 
capitalized and the filtering result is Abc. In this example, {{dev.neName | to_ne_id}}: 
to_ne_id is a user-defined filter, indicating that the variable device name dev.neName
is converted to the device ID.

• For more information, see the Template Designer Document at 
https://jinja.palletsprojects.com/en/2.11.x/.





• NCE uses the Specific NE Driver (SND) package to quickly interconnect and manage 
Huawei and third-party devices and open device configuration capabilities. To manage 
third-party devices, you need to obtain the YANG file of the device from the vendor's 

website. If third-party devices support only command lines and do not support 
NETCONF interconnection, Huawei can customize interconnection capabilities.

• Key capabilities:

1. Quickly manage Huawei and third-party devices.

2. Open device configuration capabilities.

3. Automatically generate the configuration GUIs and northbound interfaces of new 
devices.



• In this example, the service openness capability is used. Similar to the device atomic 
capability openness, the system is developed based on the standard NETCONF protocol. 
The internal data model uses the YANG modeling language to automatically generate 

configuration GUIs and northbound interfaces based on the YANG model of services. In 
addition, the Easymap algorithm is provided for customers to write only the creation 
process, and the update and deletion are calculated by comparing algorithms. This 
simplifies customer programming.

• The service layer shields differences between devices, supports interconnection with 
different device types, and delivers configurations through different protocols. The 
maintenance personnel or upper-layer system only needs to view corresponding 
services. They do not need to know the specific vendor and protocol of the device. This 
feature improves interconnection efficiency and reduces the pressure on maintenance 
personnel.

• Key capabilities:

1. Open service capabilities.

2. Shield differences between underlying devices at the service layer.

3. Automatically generate southbound and northbound interfaces based on the 
YANG model.



• Devices with the same configuration can be grouped. A preset template can be applied 
to the system for batch configuration delivery. Currently, more than 60 templates are 
preset in the enterprise DCN for users to apply.



• Before service configurations are delivered, the OPS provides the dryRun function to 
check the correctness of delivered configurations in advance. If an error occurs, modify 
the dryRun function. After the configurations are correct, commit the configurations 

again. The system provides a transaction mechanism to ensure data consistency 
between the device and controller. If the data fails to be synchronized, the system 
automatically rolls back the data to ensure that no residual data exists. For a service 
that is successfully delivered, you can view the delivered configurations of the 

associated device. In addition, you can view the delivered configurations in historical 
records. You can roll back the configurations based on the rollback point.

• Key capabilities:

1. Use the dryRun function to check whether the delivered configurations are correct 
in advance.

2. Provide a transaction mechanism to ensure data consistency between the device 
and controller. If a failure occurs, automatic rollback will be performed.

3. Provide the visualized display of service association data and historical 

configurations.







1. Specific NE Driver (SND) and Specific Service Plugin (SSP) packages.

2. ACD
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